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Abstract: With the advent of electronic commerce (e-commerce), business became 
dependent on information systems in a new manner. Consequently information security 
turned out to be more and more important for data-protection. In opposed to previous 
systems, the changing requirements for security must be solely filled by new policies and risk 
analysis. Security requirements can be defined with the help of investigations in the business 
environment. Mobile commerce (m-commerce) is a rising discipline which includes 
applications, mobile devices and wireless networks. Besides the majority of existing e-
commerce applications can be adapted to run in a wireless environment. M-commerce also 
involves many more new applications such as, mobile financial services, user and location 
specific mobile advertising, mobile inventory management. Therefore, most of the m-
commerce research should focus on applications, and security issues. To supply these 
demands, we need to understand the necessary security requirements for every kind of 
implementation. The aim of this work is to describe an approach for the importance of the 
information security for sustainable development.  
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1. Introduction 
 
In recent years, lots of organizations have become deeply dependent on information processing systems.  The 
concluding stage of dependence was reached with the  development of e-commerce (Zuccato 2004). This 
dependency has generated a need for protecting comp uter systems by means of information systems securi ty. 
Security requirements ought to be used to describe what kind of security level an information system n eeds 
(Gerber 2000). Integrating sustainability into deve lopment of business, investment is the main strateg y of current 
governmental issues. New government guidelines requ ire that the regions combine the advancing together  
strategy into a single integrated regional framewor k. That requires information systems to be used wid ely. 
Organizations have been benefiting from information  processing systems becoming more and more dependen t 
on it with the introduction of e-commerce in last f ew years. The use of information technologies has r aised the 
demand for protection of organization's data and bu siness. Therefore, information system security has become an 
essential part of electronic environment like e-edu cation, e-government, e-commerce etc. The aim of ad vances in 
Information technologies is to improve life standar ds, share information, make social relationships st ronger, and 
help organizations remain competitive in the electr onic environment (Zuccato 2004).  
E-government is one of areas which information syst em security has an enormous importance.  

E-government uses information technologies in publi c administration to help citizens access to 
governmental information, citizen services, busines ses and government agencies.  It always need to be improved 
to provide better services and easier ways for part icipating in democratic institutions and processes like voting. 

Therefore, information security becomes main respon sibility for e-government where security properties  of 
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availability, confidentiality, integrity, accountab ility and information assurance must be fulfilled ( Joshi 2001). 
A successful and secure e- government will earn con fidence and trust of all users (citizens, businesse s, 

organizations, government). Although it is getting easier to develop online government implementations , 
security issues are getting bigger with the increas ing citizen mobility. By enabling government servic es to be 
accessible anytime anywhere is also another challen ge to avoid intruders to damage or exploit the syst em (Dridi 
2001). 

E-commerce is another area where financial informat ion is exchanged and should be protected. There 
are notable advances on development of e-commerce a pplications. Most of the e-commerce applications ha ve 
being modified to be used in mobile environment. Mo bile-commerce (m-commerce) also initiated new 
researches on mobile applications, devices, and mid dleware and wireless networks. New applications hav e been 
created to be used only in mobile environment (Vars hney 2002). Some of mobile commerce applications ar e 
mobile advertising, mobile inventory management, pr oduct locating, mobile shopping, mobile auction, an d 
wireless data center (Varshney 2002). 

The aim of this work is to describe an approach for  the importance of the information security for 
sustainable development. Our main approach is to em phasize security requirements for e-commerce, m-
commerce, e-government and e-banking (Mallov 2002).  
 
 

2. The Need for a Secure Information System 
 

An important issue in information systems is depend ability and security. Organizations need secure 
transmission of a document between two parties over  network. For wide area networks, such as Internet,  flow of 
private data has a considerable risk to be stolen. That risk affects the trust on information systems.  Business 
organizations need a secure framework to enlarge th eir investments. And government lay its application s on trust 
of the security of citizens’ information. Developme nt of every organization is dependent on informatio n security. 
Security of system for business is not only to enab le them to take advantage of new market opportuniti es but also 
to protect their assets. They need to develop confi dence and trust in the electronic world to continue  their 
activities worldwide. Security concerns can be divi ded into concerns about access control, and concern s about 
information and transaction security. These schemes  are the basis of several electronic payment and pr ocurement 
systems, as presented in the following sections. 
 
2.1. E-Com merce Applications 
 

E-commerce server provides sell-side (auction, cata logue), buy-side (catalogue, bid), customer service  
(customer management, collaboration, and so on), se curity (access control and authorization), and inte gration 
(application middleware) functionality components. Various types of applications and technological dev ices 
were developed to support those activities. One of the devices to store digital signatures, fingerprin ts etc. is 
smartcards. Smartcards can be programmed to work on  multiple applications. They have additional built- in 
computing capability. Besides, there are supporting  systems for transmission of data between two parti es. 
Secured Socket Layer (SSL) is a protocol that handl es authentication and encryption for Internet messa ge 
transmission. The protocol is built into web browse rs and operating systems that enables the use of In ternet 
shopping, Internet banking and vice versa. For cred it card payments over the Internet, another protoco l as 
Secured Electronic Transaction (SET) is widely used . That protocol uses digital certificates to authen ticate 
transactions. Cybercash is another scheme that ties  customer to a particular machine containing wallet  and 
proprietary software. The payment method can be cre dit card, digital coins or direct debit. Credit car ds are useful 
with secure communications technologies such as SSL . And the smart card readers will accelerate their use on 
the Internet. For business-to-business (B2B) e-comm erce electronic coins and electronic cheques need t o be 
promoted. Another key issue to consider is how to m aintain financial transaction records for all parti es involved 
in electronic payments. The issues related to prese nt and future payment methods are complex and it is  still too 
early to know how business will accept and adapt to  new electronic payment methods (Greenfield 2000). 
 
2.2. M-com merce Applications 
 

M-commerce is a rising discipline involving applica tions, mobile devices, middleware, and wireless 
networks. Most of existing e-commerce applications can be adapted to run in wireless environment. Cont rary to 
e-commerce applications that generally run on fixed  network infrastructure, m-commerce applications ma y not 
get such dependability from the existing wireless i nfrastructure.  The m-commerce applications consist  of mobile 
financial applications, mobile inventory management , shopping, mobile auction, and wireless data centr e 
(Varshney 2002). If we look into a basic m-commerce  transaction and discuss how different m-commerce 
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transactions may be affected by different security vulnerabilities. In addition to security issues rel ated to e-
commerce, there are more security concerns related to m-com merce applications (Alisha 2002). 
 
2.3. E-Government Applications 
 

A rapid technological evolution is seen in governme ntal applications. Therefore that rapid change is n ot 
a problem free. E-government is the use of IT in pu blic administration and services for citizens, busi ness 
companies, and governmental agencies. Security of i nformation systems used is the main concern of that  
applications. The system has to fulfil the fundamen tal security properties such as availability, confi dentiality, 
integrity, and accountability and information assur ance (Joshi 2001). Thus, a new framework for identi fying and 
organizing the security requirements those are comm on to all information systems that have been utiliz ed for the 
development of an integrated on-line e-government p latform, are required (Lambrinoudakis 2003). 
 
2.4. E-Learning Applications 
 

In addition to the development, management and offe ring of on-line courses, the system supports 
administrative tasks like registration, payments, c ertification, etc. During the system setup phase, i t is expected 
to ensure that the system must specify the access p rivileges for all types of users. During the authen tication 
phase, the suitable mechanisms must be engaged for authenticating the identification of all registered  users. 
During the offering the service phase, the integrit y and confidentiality of the material provided to a nd submitted 
by the students must be ensured. In addition, the p roof of origin, submission, delivery and receipt, w henever 
transactions between students and trainers occur, m ust be maintained. Moreover, a logging mechanism sh ould be 
utilized (Lambrinoudakis 2003). 
 
2.5. E-Voting Applications 
 

E-voting supports the transmission of a number of t ypes of election procedures through the Internet. A ll 
eligible voters can thus participate in the electio n. The authentication of voter and election organis er 
identification is a requirement prior to any type o f relations of the user with the system. Even thoug h state 
officials, will generally be trusted, they must be authenticated before accessing the system and all t heir actions 
must be logged. During offering the service phase i n which eligible voter can select a ballot and cast  her/his vote, 
there are plentiful essential security requirements  (Ikonomopoulos 2002). Some indicative ones are ano nymity, 
confidentiality, integrity, no one can vote twice, etc. The last system phase which refers to the stor age of the 
ballots cast and the calculation of the election ta lly should be available only after the election pro cess has 
finished and its aim is to validate votes and deter mine the total number of votes each candidate has r eceived. 
Throughout tallying the integrity must be ensured s uch that the participation and active involvement o f party 
representatives, while logging of all actions is ne cessary. After the tallying process the votes and o ther relevant 
evidence must be stored in a secure way. As a resul t security issue is also important for e-voting app lications 
(Lambrinoudakis 2003). 
 
 

3. Security technology for Sustainable Development 
 

As we discussed in the previous section, security m ust be considered carefully when designing Internet -
based systems. Any application must have a security  policy, appropriate security mechanisms for its ap plication 
area and monitoring and auditing mechanisms to exam ine the system in a secure functionality. Security concerns 
can be divided into two categories: concerns about access control, and concerns about information and 
transaction security. Access control mechanisms suc h as passwords, encrypted smart cards, biometrics a nd 
firewalls certify that only legitimate users and ap plications get access to information resources such  as user 
accounts, files and databases. Information and tran saction security schemes such as secret key encrypt ion and 
public key encryption are used to ensure the privac y, integrity and confidentiality of business transa ctions and 
messages. This design is the foundation of numerous  electronic payment systems. Different number of pr actical 
measures improves security concerns. Firewalls and proxy servers can block undesirable attempt to acce ss the 
internal systems. Strong authentication mechanisms supply system access only to legitimate users. Acce ss 
control mechanisms grant users rights to access onl y the resources and applications they need to do th eir work. 
Careful planning and administration of a secure net work can diminish the risks of attacks. Defending a gainst the 
unfamiliar attacks is not possible, but the risk ca n be mitigated with good system design (Greenfield 2000).  

Cryptography is the most important technique which transforms digital information from one format to 
another based on the value of a number, known as th e encryption key. The encryption process is a scram bled 
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version of the message that the recipient can then decrypt, by using either the original key (symmetri c 
encryption) or a different, but related, key (asymm etric encryption). The latter one is known as publi c key 
cryptography, relating a pair of keys, one private and one public. Information encrypted using the pub lic key can 
only be retrieved using the corresponding private k ey. Furthermore, public and private keys can be use d to create 
and verify “digital signatures”. Digital signature is appended to messages to authenticate the message  and the 
sender. In an internet application, a robust public  key infrastructure (PKI) is needed to make possibl e secured 
and trusted transactions. As a result, this will pr ovide information security framework for sustainabl e 
development to generate, store and manage keys and digital certificates, security policies for cryptog raphic 
systems used (Greenfield 2000).  
 
 

4. Conclusions 
 

It has turn out to be obvious that security on the Internet is indeed inadequate for sustainable 
development. In this paper, we presented various in formation security requirements for sustainable dev elopment. 
In particular, we discussed the dependability of in frastructure for different e-applications. Due to t he open and 
unconstrained nature of the Internet, staying ahead  of hackers is becoming harder if not impossible. I f the 
Internet is to actually be successful as a medium f or e-applications, the security-related issues must  be addressed. 
Even if variety of techniques have been discussed t o present protection and increase security on the I nternet, the 
techniques are ad hoc fixes and resolve only a smal l portion of a wide spectrum of Internet security p roblems. In 
addition, many of these fixes can be subverted thro ugh security holes in other system programs. A solu tion to the 
security problem may lie in a result of current tec hniques, but this may lead to downgrading of qualit y of service. 
Conceivably a change in the approaches -application s are written- and in the structure of the Internet  are 
required.  
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